October 29, 2003

Dr. Paul Twomey

President and Chief Executive Officer

Internet Corporation for Assigned Names and Numbers
Suite 330

4676 Admiraty Way

Marinadd Ray, CA 90292-6601

Re: Applicability of Data Qudity Act to ICANN
Dear Dr. Twomey:

I am writing to confirm with you that the Internet Corporation for Assigned Names and Numbers
(ICANN) recognizesthat the informationdisseminated by ICANN is subject to specific provisons of American
law. These provisons to which ICANN is subject include the Data Quality Act, the government-wide data
qudity guiddinesissued by the Office of Management and Budget (OMB), and the data quaity guiddinesissued
thereunder by the Department of Commerce (DOC).

About the Center for Regulatory Effectiveness

The Center for Regulatory Effectiveness (CRE), aregul atory watchdog organization, was established in
1996 by former senior career offiads fromthe White House Office of Management and Budget. CRE'smission
isto improve the effectiveness of regulatory processes through increased transparency and accountability. The
CRE was the key advocate supporting passage of the Data Quality Act, legidation requiring standards for the
quaity of virtudly dl data disseminated by federd agencies. For more information, please see,
http://thecre.com/fed times tozzi_art.html.

Background

ICANN isanonprafit public benefit corporation organized under the Cdifornia Nonprofit Public Benefit
Corporation Law (California Corporations Code, 8 5110, et. seq.) to assume responsibility for overseeing the
technica coordination of the Internet Domain Name System (“DNS’). On July 1, 1997, as part of the
Adminigration’ sFramework for Global Electronic Commerce, the President directed the Secretary of Commerce
to privatize the management of the DNS in a manner that increases competition and facilitates international

participation in its management.



On November 25, 1998, the DOC entered into a Memorandum of Understanding/Joint Project
Agreement with ICANN (“MOU”). The stated purpose of the MOU was to formalize an agreement between
the DOC and ICANN to “jointly design, develop, and test the mechanisms, methods, and procedures to
trangition management responsibility for DNS functions [then] performed by, or on behdf of, the U.S.
Government to a private-sector not-for-profit entity.”*

The MOU between the DOC and ICANN has been amended six times, most recently on September
16, 2003 (“Amendment 6").2 Pursuant to the MOU, as amended, the DOC directs ICANN to disseminate
information and continues to play a sgnificant oversght role in the operations of ICANN.

As discussed further below, the OMB and DOC data qudity guiddines apply to agency initiated or
sponsored digributions of information to the public. Our andys's below demondtratesthat informationl CANN
disseminates pursuant to the M OU are agency sponsored informationdisseminations and, thus, the Data Quality
Act® and the OMB government-wide! and DOC® data quality guidelines do gpply to such information.

The Importance of Transparency and Accountability for | CANN

In addition, we note in this context that Amendment 6, 8l1, to the MOU includes aprovisonin 8V.C.
not found in the origind MOU, namdly that:

“ICANN agreesto * * * Continue to develop, to test, and to implement
accountability mechaniams to address dams by members of the Internet
community that they have been adversdly affected by decisons in conflict with
ICANN's by-laws, contractua obligations, or otherwise treated unfairly in the
context of ICANN processes. (Emphasis added).

The DOC gatement accompanying Amendment 6 emphasizes the importance of trangparency and
accountability mechanisms for the further development of ICANN:

1 Available on-line a http://mww.icann.org/genera/icann-mou-25nov98.htm, §l1.B.
2 Available on-line at http://www.icann.org/genera/amend6-jpamou-17sep03.htm.

3 44 U.S.C. 3516, statutory and historical notes; P.L. 106-554 — Appendix C, §515; 114
Stat. 2763A-153.

4 67 Fed. Reg. 8452 (February 22, 2002). Available on-line at
http:/Aww.whitehouse.gov/omb/inforeg/infopoltech.html#iq,.

® The Data Qudlity Guiddines for the DOC Office of the Secretary are on-line at
http://www.osec.doc.gov/cio/oi pr/OS%20Revi sed%620I nfo%20Qua %20Guiddines.htm. The Data
Qudity Guiddinesfor the Nationd Inditute of Standards and Technology (NIST) are available on-line
at http://www.nist.gov/director/qudity_standards.htm.
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The Department currently serves as the sleward of critica dements of the DNS.
* * * [M]uchwork remainsfor ICANN to evolveinto an independent, stable,
and sugtainable DNS management organization. * * *

To ensure steady progress throughout the renewed MOU term, the Department
and ICANN agreed to the incorporation of numerous pecific milestones into the
agreement. These milestones are intended to ensure ICANN s a suffidently
dable, transparent, representative, efficient, and sustainable management
organization cgpable of handling the important DNS tasks wdl into the future.
These milestones cover the following areas. * * *

Transparency and Accountability - - ICANN will continue to devel op, test, and
implement processes and procedures to improve transparency, efficiency, and
timdiness in the consderation and adoption of policies related to technical
management of the DNS. In conjunction with this effort, ICANN will teke into
account the need to accommodate innovetion in the provison of DNS services.
In addition, ICANN will continue to develop, test, and implement accountability
mechanisms.®

As the Data Qudlity Act, as implemented by the OMB government-wide and DOC data quality
guidelines, is an “accountability mechaniam” to which DOC, one party to Amendment 6 to the MOU, is by law
subject, we dso presume this is one of the " accountability mechanisms’ DOC intended when DOC signed
Amendment 6.

Scope of Data Quality Guidelines

Under the OMB government-wide data qudity guidelines, “ ‘ Disseminaion’ means agency initiated or
sponsored distributionof informaionto the public (see 5 CFR 1320.3(d) (definitionof * Conduct or Sponsor’).””
OMB'’s government-wide guiddines further Sate:

Smilarly, as usad in [the definition of “dissemination’], “agency  *
* * SPONSORED digtribution of informationto the public” refersto Stuations
where an agency has directed a third-party to disseminate information, or where

® Emphasis added. See, “ Department of Commerce Statement Regarding Extension of
Memorandum of Understanding with the Internet Corporation for Assigned Names and Numbers,”
avalable on-line a
http://Amww.ntia.doc.gov/ntiahome/domai nname/agreements/sepstatement_09162003.htm.

7 §V.8.. 67 Fed. Reg. 8452, 8460 (February 22, 2002).
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the agency has the authority to review and approve the information before
release.”®

Sgnificantly, with respect to whether DOC “ sponsors’ the information dissemination of ICANN under
the MOU, the OMB regulation cited and incorporated into the OMB definition of “dissemination” provides:

A federa agency is consideredto “conduct or sponsor” acollectionof information
if the agency ... contractsor entersinto acooperative agreement with a person to
collect the information, or requires a person to provide information to another
person, or in Smilar ways causes another ... partner in a cooperative agreement,
or person, ... to obtain, solicit, or require the disclosure to third parties or the
public of information by or for an agency.®

The Department of Commerce adopted the OMB terminology essentidly verbatim in isuing its own
guidelines. The data quaity guidelines for the DOC Office of the Secretary Sate:

Dissemination means agency initiated or sponsored didtribution of information to
the public. * * *

Agency sponsored digtribution of information to the public refers to situations
where the Agency has directed athird party to distribute or release information,
or where the Agency has the authority to review and approve the information
before release.

Applicability of Data Quality Act and Guidelinesto | CANN Activities

The above definitions clearly gppear to cover the information dissemination activities of ICANN
undertaken in furtherance of the MOU. The origind MOU required ICANN to: “Collaborate on the
development of additiona policies and procedures designed to provide information to the public.”** In
Amendment 6, 8lI, this provision has been replaced with severd more detailed provisons:

ICANN agreesto * * *

8 67 Fed. Reg. 8452, 8454 (Febh. 22, 2002) (left column, preamble) (emphasis added).

% 5 CFR 1320.3(d) (emphasis added). Available on-line at
http://www.access.gpo.gov/naralcfriwaisidx_03/5cfr1320 _03.html.

10 DOC Office of the Secretary, pp. 2& 3 (emphasis added). Seedso, NTIA Data Quality
Guiddines, p. 2.

1 8v.C7.



3. Continue to develop, to test, and to implement processes and procedures to
improve trangparency, efficiency, and timelinessin the considerationand adoption
of policies related to technica management of the DNS. In conjunction with its
effortsin thisregard, ICANN shdl take into account the need to accommodate
innovation in the provison of DNS sarvices.

4. Continue to develop, to test, and to implement accountability mechanismsto
address dams by members of the Internet community that they have been
adversaly affected by decisons in conflict with ICANN's by-laws, contractua
obligations, or otherwise treated unfairly in the context of ICANN processes. *

* *

9. Continue to develop, to test, and to implement appropriate mechanisms that
foster informed participationinl CANN by the globa Internet community, suchas
providing educational services and fostering information sharing for congtituents
and promoting best practices among industry segments.

The above amendmentscontemplateand providefor ICANN disseminationof information, clearly sought
by the Department of Commerce as part of its oversght responsbilities.

Inaddition, other provisons of the MOU indicate that DOC retains Sgnificant oversght respongbilities,
aswdl assupportsICANN incarrying out itswork, whichisaformof “ sponsorship” under the above definitions.
Amendment 6, 8l, revises 8V.B. of the MOU to have the Department of Commerce agree, in part, to:

8. Work collaboratively within ICANN to encourage the cregtion of stable
agreements between ICANN and the Regiond Internet Regidtries (RIRs). * * *

10. Provide generd oversght of activities conducted pursuant to this Agreement.

11. Mantainoversight of the technical management of the DN'S functions currently
performed ether directly by, or subject to agreementswith, theU.S. Government,
until such time as further agreement(s) are arranged as necessary for ICANN to
undertake management of specific DNS technical management functions.

12. Conault with foreign governments to promote increased and more effective
governmenta participation in the GAC.*2
The MOU’ s escape provision dlowing either party to terminate the agreement on 120 days notice®®
provides further evidence of the DOC'’s ongoing control over ICANN. The brief periods of effectiveness for

12 Emphasis added.
13 See eg., Origind MOU, § VII. See MOU Amendment 6, § 111.
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the M OU and itssx amendments emphas ze the Department’ s underlying authority over ICANN and the DOC'’ s
ongoing right to “take back” whatever limited independence ICANN does enjoy. In this same vein, the parties
to the M OU expressly provided, in Amendment 3, for the assgnment of contract rightsinthe event that the DOC
chooses to terminate the agreement:

If the DOC withdraws its recognition of ICANN or any successor entity by
terminatingthisMOU, ICANN agreesthat it will assgn to the DOC any rightsthat
ICANN hasin al existing contracts with the registries and registrars....*

Conclusion

The above provisons demondrate that the information disseminationactivitiesof ICANN undertaken
pursuant to the MOU, asamended, are subject to the Data Qudity Act and the OMB government-wide and
DOC data qudity guiddines.

Request

In light of ICANN’s duty to comply with the Data Quality Act, we respectfully request that ICANN
expeditioudy publish its data qudity standards and correction procedures, condstent with the OMB
government-wide and DOC guiddines, to dlow affected parties to seek and obtain correction of ICANN-
disseminated information.

Expeditious publicationby ICANN of itsdata qudity standards and correction procedures, consistent
with the OMB government-wide and DOC guidelines, would improve the transparency of ICANN’s
procedures to consder and adopt policies. Moreover, publication of such data quality standards and
correction procedures would congtitute adoption of an accountability mechanism with which both DOC and
ICANN, asanorganization whose information disseminations are sponsored by DOC, must by Americanlaw
comply.

Sincerdy,

Jm Tozz
Member, Board of Advisors

14 MOU Amendment 3, new 8§ 5 of Amendment 1. Available on-line a
http:/Amww.icann.org/genera/amend3-j pamou-25may01.htm.
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