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Correcting Federal Databases: A Procedural Guide

By Bruce Levinson

Federal databases, such as those being compiled by the Consumer Financial Protection Bureau and
the Federal Trade Commission, contain data about many people and businesses. Although some of
this data may be protected personal information (PPI), there is also extensive information in federal
databases that is publicly disseminated via the internet. If the information is wrong, it has the potential
to be a vector of tortious mischief.

There are major federal initiatives aimed at securing of the data contained in them. But what if a
record in a federal database is inaccurate? What if the inaccurate information concerns you or your
business? What do you do?

The issue is known as "adverse agency publicity." The Administrative Conference of the United States
(ACUS) explains that "statements made by an agency or its personnel which invite public attention to
an agency's action or policy and which may adversely affect persons identified therein — can cause
serious and sometimes unfair injury." ACUS is a small federal agency that recommends
improvements in the procedures by which federal agencies conduct regulatory programs and other
governmental functions.

ACUS has a project to underway to update their 1973 recommendation on adverse agency publicity
which urged that the publicity be constrained by standards and structured practices. The current
project also examines "recent Administration initiatives that encourage agencies to post online
information such as consumer complaints and other preliminary reports… and explores best practices
and recommendations for consumer complaint databases and similar agency resources."

As part of the adverse agency publicity project, the Conference commissioned a law professor to write
a report on agency publicity practices. The report summarized its research on the modern challenges
presented by adverse agency publicity, stating that

… five interrelated developments may compound the potential problems with agency publicity:
(1) modern agencies have many more ways to issue publicity and disseminate information than
in the 1970s; (2) modern agencies likely have even more incentives now to use
information as a regulatory tool and eschew more formal enforcement actions; (3) new
media make it easier for audiences to misinterpret or mischaracterize agency announcements;
(4) hyperresponsive capital markets now process agency announcements more swiftly and
perhaps more hastily, multiplying the potential damage; and (5) Congress and the White House
have specifically considered some agency publication practices, particularly through the
Information Quality Act (IQA). (Emphasis added, notes omitted.)

The report's discussion of the IQA, also known as the Data Quality Act (DQA), is particularly notable
since the law was a response to concerns first voiced in 1998 that a federal agency was attempting to
use information dissemination via the internet as a "backdoor Federal Register." An ACUS Public
Member submitted a comment to the docket which built on the report's discussion of the quality law's
potential to act as a control and redress mechanism for unwarranted adverse agency publicity. The
docket comment noted that the members of the public have already used the DQA to seek redress for
agency adverse publicity. The comment opined that ACUS's recommendations should include one
which advises the public that "the DQA is the preferred mechanism for addressing issues of agency
publicity."
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There are advantages and challenges associated with the DQA serving as the primary correction
mechanism for persons adversely affected by agency publicity. One the positive site, the law is
supported by an extensive set of implementing documents detailing governmentwide information
quality processes and standards. Affected persons also benefit from each agency having a set of
simple publiclyavailable procedures for persons seeking correction of agency data. For example,
CFPB's agencyspecific data quality standards and correction procedures may be found here.

Use of the DQA to regulate agency adverse publicity does raise challenges for federal officials and
contractors with database design and administration responsibilities as there is a great difference
between an agency making a decision that a record needs to be changed and the agency
implementing the decision across all applicable systems. Federal databases need to be flexible
enough so that they are able to easily accept corrections and expeditiously apply those corrections to
all agency communications that make use of the erroneous data.

By Bruce Levinson, SVP, Regulatory Intervention  Center for Regulatory Effectiveness

Related topics: Data Center, Policy & Regulation, Privacy, Security, Web

4 people recommend this. Be the first of your friends.Recommend

Tweet 13

Twitter/circleid

Facebook/circleid

Master Feed (more)

Mobile Edition

WEEKLY WRAP — Get CircleID's Weekly Summary Report by Email:

Email Address Sign Up

Comments

To post comments, please login or create an account.

Related Blogs

Verisign iDefense Analysis of XcodeGhost

Watch Live Oct 1  Dyn's Techtoberfest: Internet Trends, Security, Net Neutrality and More

Thinking Ahead on Privacy in the Domain Name System

Decoding the WSIS Message  ISOC Releases Matrix of Countries' WSIS+10 Positions

Why We Need Gigabit Networks

View More

Related News

Former Chinese Commander Highly Critical of American Internet Policies

Global ReDistribution of IPv4 Addresses Requires Greater Trading Transparency and Security

EU Launches Inquiry on Whether Online Companies Should be Regulated

Xi Insists on China's Right to Regulate Its Own Internet

By DotConnectAfrica Views: 4,031

By Verisign Views: 3,408

By Verisign Views: 4,154

By Verisign Views: 4,614

By Verisign Views: 6,039

By Afilias  Mobile & Web Services Views: 2,662

By Verisign Views: 2,976

IBCA Presentation to ICANN GAC on
Protection of Geographic Names in New
gTLDs

Public Sector Experiences Largest Increase
in DDoS Attacks (Verisign's Q4 2014 DDoS
Trends)

Help Ensure the Availability and Security of
Your Enterprise DNS with Verisign
Recursive DNS

Verisign iDefense 2015 CyberThreats and
Trends

Verisign Launches New Monthly Blog
Series: Top 10 Keywords Registered in
.COM and .NET

Standards and Browser Compatibility

What's in Your Attack Surface?

View More

Sponsored Topics

TopLevel Domains
Sponsored by
Minds + Machines

Mobile
Sponsored by
Afilias  Mobile & Web
Services

DNS Security
Sponsored by
Afilias

Email
Sponsored by
Port25

Security
Sponsored by
Verisign

View All Topics

http://www.circleid.com/posts/print/20141002_correcting_federal_databases_a_procedural_guide/
https://www.whitehouse.gov/omb/inforeg_infopoltech#iq
http://www.consumerfinance.gov/informationquality/
http://www.circleid.com/members/735/
http://www.circleid.com/topics/data_center
http://www.circleid.com/topics/policy_regulation
http://www.circleid.com/topics/privacy
http://www.circleid.com/topics/security
http://www.circleid.com/topics/web
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fwww.circleid.com%2Fposts%2F20141002_correcting_federal_databases_a_procedural_guide%2F&ref_src=twsrc%5Etfw&text=Correcting%20Federal%20Databases%3A%20A%20Procedural%20Guide&tw_p=tweetbutton&url=http%3A%2F%2Fwww.circleid.com%2Fposts%2F20141002_correcting_federal_databases_a_procedural_guide%2F&via=circleid
https://twitter.com/search?ref_src=twsrc%5Etfw&q=http%3A%2F%2Fwww.circleid.com%2Fposts%2F20141002_correcting_federal_databases_a_procedural_guide%2F
http://twitter.com/circleid
http://www.facebook.com/circleid
http://feeds.circleid.com/cid_master/
http://www.circleid.com/extras/
http://circleid.mobi/
http://www.circleid.com/account/login/posts/20141002_correcting_federal_databases_a_procedural_guide
http://www.circleid.com/account/register/
http://www.circleid.com/posts/20151001_verisign_idefense_analysis_of_xcodeghost/
http://www.circleid.com/posts/20150930_oct_1_dyn_techtoberfest_internet_trends_security_net_neutrality/
http://www.circleid.com/posts/20150930_thinking_ahead_on_privacy_in_the_domain_name_system/
http://www.circleid.com/posts/20150930_decoding_wsis_message_isoc_releases_matrix_of_countries_wsis10/
http://www.circleid.com/posts/20150929_why_we_need_gigabit_networks/
http://www.circleid.com/blogs/
http://www.circleid.com/posts/former_chinese_commander_is_highly_critical_of_american_internet_policies/
http://www.circleid.com/posts/20150924_global_re_distribution_of_ipv4_addresses_trading_transparency/
http://www.circleid.com/posts/20150924_eu_launches_inquiry_whether_online_companies_should_be_regulated/
http://www.circleid.com/posts/20150923_xi_insists_on_chinas_right_to_regulate_its_own_internet/
http://www.circleid.com/members/6624/
http://www.circleid.com/members/5593/
http://www.circleid.com/members/5593/
http://www.circleid.com/members/5593/
http://www.circleid.com/members/5593/
http://www.circleid.com/members/1975/
http://www.circleid.com/members/5593/
http://www.circleid.com/posts/20150220_the_internet_business_council_for_africa_on_geographic_tlds/
http://www.circleid.com/posts/20150219_public_sector_experiences_largest_increase_in_ddos_attacks_q4/
http://www.circleid.com/posts/20150212_help_ensure_availability_and_security_of_your_enterprise_dns/
http://www.circleid.com/posts/20150212_verisign_idefense_2015_cyber_threats_and_trends/
http://www.circleid.com/posts/20150210_verisign_launches_monthly_blog_series_top_10_keywords_registered/
http://www.circleid.com/posts/20150119_standards_and_browser_compatibility/
http://www.circleid.com/posts/20150116_whats_in_your_attack_surface/
http://www.circleid.com/industry/
http://www.mindsandmachines.com/
http://www.circleid.com/topics/top_level_domains
http://www.mindsandmachines.com/
https://deviceatlas.com/
http://www.circleid.com/topics/mobile
https://deviceatlas.com/
http://www.afilias.info/
http://www.circleid.com/topics/dnssec
http://www.afilias.info/
http://www.port25.com/evaluate-now/?utm_source=utm_source%3DCircleID&utm_medium=utm_medium%3Dreferral&utm_content=utm_content%3Dbanner&utm_campaign=utm_campaign%3DCircleID
http://www.circleid.com/topics/email
http://www.port25.com/evaluate-now/?utm_source=utm_source%3DCircleID&utm_medium=utm_medium%3Dreferral&utm_content=utm_content%3Dbanner&utm_campaign=utm_campaign%3DCircleID
http://www.verisigninc.com/
http://www.circleid.com/topics/security
http://www.verisigninc.com/
http://www.circleid.com/topics/


Sep 21, 2015 Comments: 0
U.S. and China Negotiating Cyeberwarfare Control Deal

View More

Topics

Access Providers Law

Broadband Malware

Censorship Mobile

Cloud Computing Multilinguism

Cyberattack Net Neutrality

Cybercrime P2P

Cybersquatting Policy & Regulation

Data Center Privacy

DNS Regional Registries

DNS Security Registry Services

Domain Names Security

Email Spam

Enum Telecom

ICANN TopLevel Domains

Internet Governance VoIP

Internet Protocol Web

IP Addressing White Space

IPTV Whois

IPv6 Wireless

View More

Managed Hosting
by Hostway

Web Performance & Web Speed
by Dyn

Sections:   Home  |  Featured Blogs  |  News Briefs  |  Industry Updates  |  Topics  |  Community 

RSS Feeds, Email Updates, Mobile Edition and More: CircleID Extras 

About:   About CircleID  |  Media Coverage  |  CircleID Blog  |  Contact  |  Advertising Programs 

Terms & Policies:   Codes of Conduct  |  Privacy Policy  |  Terms of Use

Copyright © 20022015 CircleID.  Iomemo Inc.  All rights reserved unless where otherwise noted. 
Local Time: Sunday, October 04, 2015 08:07 AM PDT – Page Load: 0.5890 Sec.

http://www.circleid.com/posts/20150921_us_and_china_negotiating_cyeberwarfare_control_deal/
http://www.circleid.com/news/
http://www.circleid.com/topics/access_providers
http://www.circleid.com/topics/law
http://www.circleid.com/topics/broadband
http://www.circleid.com/topics/malware
http://www.circleid.com/topics/censorship
http://www.circleid.com/topics/mobile
http://www.circleid.com/topics/cloud_computing
http://www.circleid.com/topics/multilinguism
http://www.circleid.com/topics/cyberattack
http://www.circleid.com/topics/net_neutrality
http://www.circleid.com/topics/cybercrime
http://www.circleid.com/topics/p2p
http://www.circleid.com/topics/cybersquatting
http://www.circleid.com/topics/policy_regulation
http://www.circleid.com/topics/data_center
http://www.circleid.com/topics/privacy
http://www.circleid.com/topics/dns
http://www.circleid.com/topics/regional_registries
http://www.circleid.com/topics/dnssec
http://www.circleid.com/topics/registry_services
http://www.circleid.com/topics/domain_names
http://www.circleid.com/topics/security
http://www.circleid.com/topics/email
http://www.circleid.com/topics/spam
http://www.circleid.com/topics/enum
http://www.circleid.com/topics/telecom
http://www.circleid.com/topics/icann
http://www.circleid.com/topics/top_level_domains
http://www.circleid.com/topics/internet_governance
http://www.circleid.com/topics/voip
http://www.circleid.com/topics/internet_protocol
http://www.circleid.com/topics/web
http://www.circleid.com/topics/ip_addressing
http://www.circleid.com/topics/white_space
http://www.circleid.com/topics/iptv
http://www.circleid.com/topics/whois
http://www.circleid.com/topics/ipv6
http://www.circleid.com/topics/wireless
http://www.circleid.com/topics/
https://googleads.g.doubleclick.net/aclk?sa=L&ai=B-Yq4tUARVpvOMc-J3QG_3KnIAuG3x4ICAAAAEAEg34D2ATgAWIn8u-PKAWDJvqSN7KSAELIBEHd3dy5jaXJjbGVpZC5jb226AQlnZnBfaW1hZ2XIAQLaAVdodHRwOi8vd3d3LmNpcmNsZWlkLmNvbS9wb3N0cy8yMDE0MTAwMl9jb3JyZWN0aW5nX2ZlZGVyYWxfZGF0YWJhc2VzX2FfcHJvY2VkdXJhbF9ndWlkZS_AAgLgAgDqAhovOTcyNTkzNy9TaWRlX01haW5fMzAweDM1MPgC8tEekAPgA5gDrAKoAwHIA5kE0ASQTuAEAZAGAaAGFNgHAQ&num=0&cid=5GhASP8FMqg1NmLVvqqgF57_&sig=AOD64_0OkDIZELzPgHtEJcoBtzR9z4g6uA&client=ca-pub-1590470126833731&adurl=http://www.circleid.com/topics/mobile
http://www.hostway.com/dedicated/
http://www.hostway.com/dedicated/
http://www.dyn.com/dns
http://www.dyn.com/dns
http://www.circleid.com/
http://www.circleid.com/
http://www.circleid.com/blogs/
http://www.circleid.com/news/
http://www.circleid.com/industry/
http://www.circleid.com/topics/
http://www.circleid.com/community/
http://www.circleid.com/extras/
http://www.circleid.com/about/
http://www.circleid.com/about/media_coverage/
http://www.circleid.com/about/blog/
http://www.circleid.com/about/contact/
http://www.circleid.com/advertise/
http://www.circleid.com/about/codes/
http://www.circleid.com/about/privacy/
http://www.circleid.com/about/terms/
http://www.iomemo.com/

